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1 Uitleg Two factor Authentication

You don't want third parties to be able to view your datain Empower online. Understandable! Two factor
authentication offers you that certainty, evenif your password would be known to third parties. In this
manual we would like to explain how Two factor authentication works.

Install the special app

With Two factor authentication you receive a code via your mobile that you use when logging into your
account. Youreceive this code by means of a special app, the so-called Google Authenticator app or
Windows Authenticator app. In section 2.1you canread how to install the app on an Android device. Section
3.1shows you how toinstall the app on aniOS device (iPhone).

Don't have a mobile?

If you do not have a (business) mobile or you do not want to use the mobile for this, you can also use the
Authenticator on the computer. See section 4.

Two factorauthentication activeren

Afterinstalling the app, activate Two factor authentication by adding your account to the authenticator
app. You canread how to do thisin sections 2.2 (Android) and 3.2 (iOS)

Have youinstalled the Authenticator app before? Then all you need to dois add an account for Empower
online, as describedin sections 2.2 (Android) and 3.2 (iOS)

If you have multiple accountsin Empower online, for example because you work at multiple companies, or
have an employee login and a managerlogin, read 2.3 (Android) or 3.3 (iOS) paragliding.



2 Install authenticatorapp on Android device

Youwant toinstall the app (Google or Windows) authenticator on your Android device. This canbe donein
different ways, depending on your situation.

- Youwanttoinstall the app onyour mobile via the Google Play Store. In section 2.1. you can read
how this works.

- Youhave already installed the app on your mobile. Thenitis enough to add anaccount. You can
read how to do thisin section 2.2.

- Youhave multiple accounts on Empower online (for example, an employee and a manager
account). Read section 2.3. then go through well, before installing the app or activating Two factor
authentication.

- Youhave anew phone and want toreinstall the app. Thenread section 2.4 carefully.

2.1 Installapp for Android via Google Play Store

1. Onyour mobile phone, look up the Google or Windows authenticator app in the Google Playstore.
2. Installthe app.

Afteryouinstall the app, add your Empower online account to this app.

2.2 Addanaccount.

1. Clickonthelinkinthe activation email via your computer orlaptop to confirm youraccount orlogin
viaempower.nmbrs.nl
2. Selectthe profile youwantto signinto. You will then be taken to the page below.

Instellen van Two Factor Authentication |

£ Download on the GETITON
« App Store " Google Play

Onyour computer orlaptop, click Next.

Open the Authenticator app onyour phone.

If you're adding an account for the first time, read the information in the wizard, or click Skip. Click
Done.
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Veilig blijven en de controle Inloggen bij Google Klaar om een account toe
houden te voegen?

578969
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Click onthe plus sign at the top right to add an account

Inthe 'Add anaccount' sectioninthe app, choose Scan QR code.

Now scan the QR code on the screen with your mobile using your camera.

Enter the code you see onyour mobile screen on the login screen of your computer or laptop.

0 @ N o

10. Click Validate

1. Youwillnow see the following screen
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12. Click Continue. You have successfully activated the Two factor Authentication and are now logged
in.

The next time you canloginviaempower.nmbrs.nl. You will then go through the following steps:
1. Entertheusername and personal password.
2. Theapp will give you a six-digit code. Enterit on the next page.
3. Younow have access to yourdata.

2.3 Multiple login with the same email address for Android.

You may have multiple accountsin the app. For allaccounts you need to set up the Two factor
authentication. So for your second account, follow the stepsin section 2.2 again. The app now contains two
ormore lines of codes. With every change of account, you must enter a validation code again. It can then be
useful that the description of each accountin the appis different.
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You can change the names of accountsin the app this way:

j—

First, activate one account as describedin sections 2.1and 2.2.

2. Afteryou've added thisaccountinthe app, click and hold this account. A pencil willnow appearin
the top right corner with which you can change the name of the account.

Click on the pencil.

Change the description of your account

Click Save

3.
4.
5.

N 4€0 46% @ 14:07

& test1 VA |

Naam wijzigen

Martine account 1

685 499

ANNULEREN OPSLAAN
Nmbrs: Martine Medewerker (test 1) &

6. Usethe generatedcodetologin.
7. Foryoursecondaccount, youcanlogininthe normal way. You don't have to change the namein
the app now.

2.4 Transferaccountstonew phone

Fromnow on, you cantransferaccounts by simply scanning a QR code with your new phone, which will
appear on the screen of your old device.

1. Opentherefreshed app andtap Get Started.

2. Choose'Import existing accounts'in the bottomleft corner.

3. Grabyourold Android phone and open the app and click on the three dots at the top right

4. Choose 'Transferaccounts'and then 'Export accounts'. Select the accounts youwant to transfer to
your new phone.

5. Click"Next"and scan the QR code that appears on the screen of your old phone with your new
phone.

6. Now allyouraccounts have beenimported and you can use the app on your new phone for two-
step verification.
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S Installauthenticatorapp oniOS device

Youwant toinstall the app (Google or Windows) authenticator on youriOS device. This can be donein
different ways, depending on your situation.

- Youwanttoinstall the app onyour mobile via the App Store. In section 3.1. you can read how this
works.

- Youhave already installed the app on your mobile. Thenitis enough to add anaccount. You can
read how to do thisin section 3.2.

- Youhave multiple accounts on Empower online (for example, an employee and a manager
account). Read section 3.3. then go through well, before installing the app or activating Two factor
authentication.

- Youhave anew phone and want toreinstall the app. Thenread section 3.4 carefully.

3.1 Installapp foriOS from App Store

1. Onyourmobile phone, look up the Google or Windows authenticator app in the App Store.
2. Installand openthe app.

Als je authenticatie in twee stappen
gebruikt, heb je je wachtwoord en een
door deze app gegenereerde code nodig
om in te loggen op je Google-account,

B  Streepjescode scannen

CONFIGURATIE STARTEN . :
/  Handmatige invoer

Afteryouinstall the app, add your Empower online account to this app.

3.2 Addanaccount.

1. Clickonthelinkinthe activation email via your computer orlaptop to confirm youraccount orlogin
viaempower.nmbrs.nl
2. Selectthe profile youwant to signinto. Youwill then be taken to the page below.
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Instellen van Two Factor Authentication -

GETTON
P Google Play

Volgende

Onyour computer orlaptop, click Next.

Open the Authenticator app onyour phone.

If you openthe app for the first time, choose Start configuration. If you have already added an
account before, click onthe plus sign at the top right to add another account.

Inthe 'Add anaccount' sectioninthe app, choose Scan QR code.

Now scan the QR code on the screen with your mobile using your camera.

Enter the code you see on your mobile screen on the login screen of your computer or laptop.

Click Validate

. Youwillnow see the following screen

v

Click Continue. You have successfully activated the Two factor Authentication and are now logged
in.

The next time you canloginviaempower.nmbrs.nl. You will then go through the following steps:

1.
2.
3.

Enterthe username and personal password.
The app will give you a six-digit code. Enterit on the next page.
You now have access to your data.
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3.3 Multiple login with the same email address foriOS.

You may have multiple accountsin the app. For allaccounts you need to set up the Two factor
authentication. So for your second account, follow the steps from section 3.2 again. The app now contains
two ormore lines of codes. With every change of account, you must enter a validation code again. It can
then be useful that the description of each accountin the appis different.

You can change the names of accountsin the app this way:

N —

NN

First, activate one account as describedin sections 3.1and 3.2.

Afteryou've added thisaccountinthe app, click on the three dots at the top of the app and click
edit. Apenciland 4 dashes now appear behind each account.

Click on the pencil.

Change the description of your account

Click Save

ClickonyourV-tje at the top

Use the generated code tologin.

Foryoursecond account, you canloginin the normal way. You do not have to change the namein
the app now, but of course you canif you like.

3.4 Transferaccountstonew phone

From now on, you can transfer accounts by simply scanning a QR code with your new phone, which will
appear on the screen of your old device.

1.

2.

3.

Grab youroldiOS phone and open the app and click on the three dots at the top right

Here, choose 'Export accounts'and then 'Continue’. Select the accounts you want to transfer to
your new phone.

Click "Next" and scan the QR code that appears on the screen of your old phone with your new
phone.

Now all your accounts have beenimported and you can use the app on your new phone for two-
step verification.
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4 Authenticatorappinstalleren op computer of laptop

Youwant toinstall the authenticator onyour computer orlaptop. This can be done in different ways,
depending on your situation.

- Youwanttoinstall the app onyour computer via microsoft.com. In section4.1. you canread how
this works.

- Youhave already installed the app on your computer. Thenitis enough to add an account. You can
read how to do thisin section 4.2.

- Youhave multiple accounts on Empower online (for example, an employee and a manager
account). Read section 4.3. then go through well, before installing the app or activating Two factor
authentication.

4.1 Installapp onyourcomputer orlaptop

1. GotoChrome web store toinstall the app onyour computer/laptop
2. Installthe app.

Afteryouinstall the app, add your Empower online account to this app.

4.2 Addanaccount.

1. Clickonthelinkinthe activation email via your computer orlaptop to confirm youraccount orlogin
viaempower.nmbrs.nl
2. Selectthe profile youwantto signinto. You will then be taken to the page below.

Instellen van Two Factor Authentication \

2 Download on the GETITON
[ ¢ App Store " Google Play

3. Onyourcomputerorlaptop, click Next.
4. Openthe Authenticator app onyour computer via extensions.
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o Authenticator =4

Nmbrs: Hester I

178826

hester@empower-hr.nl

Nmbrs: Hester Assink

246146

Hester@empower-hr.nl

5. Ifyou're addinganaccount for the first time, read the informationin the wizard, or click Skip. Click
Done.

Click on square with the stripe in the middle to scanthe QR code

Inthe 'Add anaccount' sectionin the app, choose Scan QR code.

Now select the QR code onyour screen with your mouse.

Enter the code on the login screen of your computer or laptop.

0 © N o

10. Click Validate
1. Youwillnow see the following screen

v

12. Click Continue. You have successfully activated the Two factor Authentication and are now logged
in.

The next time you canloginviaempower.nmbrs.nl. Youwillthen go through the following steps:
1. Entertheusername and personal password.
2. Theapp will give you a six-digit code. Enterit on the next page.
3. Younow have access to your data.

4.3 Multiple login with the same email address for Android.

You may have multiple accountsin the app. For allaccounts you need to set up the Two factor
authentication. So for your second account, follow the stepsin section 4.2 again. The app now contains two
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ormore lines of codes. With every change of account, you must enter a validation code again. It can then be
useful that the description of each accountinthe app is different.

You can change the names of accountsin the app this way:

First, activate one account as describedin sections 4.1and 4.2.

Afteryouhave added this accountin the app, click on the pencil in the Authenticator extension.
Change the description of your account

Clickonthev'tje

Use the generated code tologin.

Foryoursecond account, you canloginin the normal way. You don't have to change the namein
the app now.

RGN NEN

ESS Manual Two factor Authentication 12



5 Reset Authenticatorapp

When ausernolonger has access to the Authenticator app, forexample because he has a new phone, a
reset’' canbe applied to the login forwhich thisis set. The user can then make the link between the app and
his user.

Todothis, click onthe phoneiconforthe user.
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If youremployerhas a company login and you cannolongerlogin, please contact your salary advisor at
Empower, he / she canreset your authenticator app foryou.

This user manual has been compiled by:

EmpowerB.V.HR and Salary Agency
Oldenzaalsestraat 631\
7524 AB Enschede

info@empower-hr.nl
www.empower-hr.nl
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